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PART — A
(Short Answer)

Answer all questions : (6x1=6)
1. What are the characteristics of Information Security ?

2. What is passive attack ?

3. Explain the method of hashing in cryptography.

4. Are all stream ciphers moﬁo-alphabetic and all block ciphers poly-alphabetic ?

5. What is block size and cipher key size in DES ?

6. Explain the requirement of Digital Signatures.

PART - B
(Short Essay)

Answer any 6 questions : (6x2=12)
7. Differentiate between virus and worms.

8. Discuss the need for security.

9. Differentiate between mono and poly alphabetic substitution ciphers.

10. Define the attacks repudiation and traffic analysis. Are they passive or active
attacks ?
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11.

12.

13.

Which security mechanism can be utilized, when an instructor demands student
identification and password for students to log into a course ?

Encrypt the message This is a test’ using additive cipher with key = 20. Do not
consider the space between words. ’

Discuss the properties avalanche effect and completeness effect with respect
to DES.

14. Differentiate RSA and DSS approaches to Digital Signatures.
PART -C
(Essay)
Answer any 4 questions : (4x3=12)

-

15.
16.
17.
18.

19.

20.

Explain the security goals.

Explain Kerckhoff's principle.

How symmetric key encipherment differs from asymmetric key encipherment ?
Explain the combination of keyless and keyed transpaosition ciphers.

What are the use. of keys in cryptography ? Explain the concept of public and
private keys.

Explain the Digital Signature Services.

PART - D
(Long Essay)

Answer any 2 questions : (2x5=10)

21.
22,
23.
24.

Compare and contrast between steganography and cryptography in detail.
Write notes on modern block ciphers and modern stream ciphers.
Provide detail explanation on the structure, analysis and security of DES.

What are the properties of a digital signature ? Also provide notes on the threats
associated with a direct digital signature scheme.




