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SECTION - A
1. One word answer. (8x0.5=4)
a) DES stands for
b) A attack attempts to learn or make use of information from the

system but does not affect system resources.

c) The encryption method that applies a deterministic algorithm along with a
symmetric key-is known as

d A__ isamathematical scheme for verifying the authenticity of digital
messages or documents.

_____ is the transformation of a string of characters into-a usually
shorter fixed-length value or key that represents the original string.

f) If an inputis changed slightly, then the output changes significantly and this
consequence is termed as

is a standalone malware computer program that replicates
itself in order to spread to other computers.

hy uses the private and the public key of the receiver.
SECTION -B
- Write short notes on any seven of the following questions. (7x2=14)

2. Narrate the goals of information security.
3. Define a symmetric key cipher.
4. Write about general structure of DES.
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5. List any 4 properties of' S box.
6. What is meant by digital signature ?
7. Differentiate between virus and worm. .
8. What is RSA 7
9. Write about the feebleness in DES.
10. Which are the different types of attack on digital signature ?
11. Define brute force attack.
SECTION -C
Answer any four of the following questions. (4x3=12)
12. Distinguish between active and passive attacks.
13. Explain Kerckhoffs’s principle.
14. How monoaiphabetic cipher differs from polyalphabetic cipher ?
15. Write an aigorithm for round Key generation.
16. Compare and contrast conventional signature and digital signature.
17. Give details about cryptosystem.
| SECTION-D
Answer an essay on any two of the following questions. (2x5=10)

18.
19.
20.

21.

Explain about cryptography and steganography.
Describe the different types of symmetric key ciphers.

Write about RSA digital signature scheme and attacks on RSA digital
signature.

Elaborate on DES structure and DES functions.




